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Abstract

The I nternet Open Trading Protocol (IOIP) provides a data exchange
format for trading purposes while integrating existing pure paynent
protocols seam essly. This notivates the nultiple | ayered system
architecture which consists of at |east sone generic | OIP application
core and nultiple specific paynment nodul es.

Thi s docunent addresses a common interface between the | OTP
application core and the paynent nodul es, enabling the
interoperability between these kinds of nodules. Furthernore, such
an interface provides the foundations for a plug-in-nmechanismin
actual inplenentations of | OIP application cores.

Such interfaces exist at the Consuners’, the Merchants’ and the

Paynment Handl ers’ installations connecting the | OTP application core
and the paynment software conponents/|egacy systens.
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1. Introduction

Conmon networ k technol ogi es are based on standardi zed and establ i shed

Internet technologies. The Internet technol ogi es provi de nechani sns
and tools for presentation, application devel opnent, network
i nfrastructure, security, and basic data exchange.

Due to the presence of already installed trading roles’ systens with
their own interfaces (Internet shop, order nanagenent, paynent,
billing, and delivery managenent systens, or financial institute's

| egacy systens), | OTP has been limted to the conmon externa
interface over the Internet. However, sone of these interna
interfaces m ght be also standardi zed for better integration of |OTIP
aware conponents with of the existing infrastructure and its cost
effective reuse. For nore information on | OTP, see [IOIP] and

[ | OTPBOOK] .

The typical Paynment Handlers (i.e., financial institutes or near-bank
organi zations) as well as Merchants require an | OTP aware application
that easily fits into their existing financial infrastructure. The
Paynment Handl er m ght even insist on the reuse of special in-house
solutions for sone subtasks of the | OTP aware application, e.g.,
reflecting their cryptography nodul es, gateway interfaces, or

physi cal environment. Therefore, their |IOTP aware inplenmentation
really requires such clear internal interfaces.

More inportant, consuners demand nodul ari zation and clear interna
interfaces: Their | OIP application ainms at the support of multiple
payrment nethods. Consuners prefer the flexible use of different
seam ess integrating paynent nethods within one trading application
with nearly identical behavior and user interface. The existence of
a well-defined interface enabl es paynent software devel opers to bolt
on their conponents to other devel oper’s general | OIP Application
Cor e.
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Initially, this consideration |eads to the two-|evel |ayered view of
the | OTP software for each role, consisting of:

o sone generic | OTP system conponent, the so-called | OTP application
core - providing | OTP based gateway services and generic business
| ogi ¢ and

o0 the trading roles’ specific back-end systens inplenmenting the
specific trading transaction types’ functionality.

In order to isolate the changes on the infrastructure, the | OIP
tradi ng application has been three-|ayered:

0 the IOTP Application Core processes the generic parts of the | OIP
transaction and hol ds the connection to the Internet,

0 the Existing Legacy System or Existing Payment Software which
processes the actual transaction type, and particul ar paynment
transaction, and

0o the IOTP Mddl e-ware or |OTP Paynent Bridge which glues the other
two possibly inconpatible conponents. It brokers between the
specific interface of the Existing Legacy System and the
standardi zed interfaces of the I OTP Application Core.

As | OTP extends paynent schenes to a trading schene, primarily, this
docunent focuses on paynent nodules, i.e., the interface between the
| OTP Payrent Bridge and the | OTP Application Core. It provides a
standard nmethod for exchangi ng paynment protocol nessages between the
parties involved in a payment. But, it does not specify any
interface for order or delivery processing.

Such a Paynent Application Programers Interface (APlI) nust suit for
a broad range of paynent nethods: (1) software based like Credit Card
SET or CyberCoin, (2) chip card based Iike Mndex or GeldKarte, and
(3) nmincries of typical and traditional paynent nethods |ike noney
transfer, direct debit, deposit, w thdrawal, noney exchange and val ue
points. It should support both paynents with explicit consumer
acknowl edge and autonatic repeated paynents, which have been consumer
approved in advance. For nore information on SET, see [SET].

The follow ng discussion focuses on the Consuner’s point of view and
uses the associated terninology. Wen switching to Merchants’ or

Del ivery Handlers’ | OTP aware applications, the paynent rel ated
conmponents should be inplicitly renamed by Existing Legacy Systens to
the | OTP M ddl e- war e.
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The next two sub-sections describe the general paynent scenario a
eral assunptions about the coarsely sketched software conponents.
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Section 2 illustrates the paynent transaction progress and nessage
flow of different kinds of transaction behavior. Sections 3 to 4
provide the details of the API
| back interface.

cal

1.1.

Gener al

paynment phases

The followi ng table sketches the four |ogical steps of many payne

sch

pur chase anount,
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Payment State Party

Mut
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Paynment Handl er

Aut henti cati on

and

Initialization Consumner

Aut hori zation Paynment Handl er

Capture

Rev
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Consuner

Paynment Handl er

Consuner
Paynment Handl er

Consuner

The precedi ng agreenents about the goods, paynent netho
or delivery rules are onitted.

Exanpl e Behavi or

Generation of identification
request, sol vency request, or
sonme nonce

Responses to the requests and
generation of own nonce

Generation of the authorization
request (for consumer)
Agreenent to paynment (by
reservation of the Consumer’s
e- noney)

Accept ance or rejection of the
agreenment (consuner’s

aut hori zati on response),
generation of the authorization
request (for issuer/acquirer),
and processing of its response

Generation of the capture
request (for issuer/acquirer)

I s charged

Accept ance or rejection of the
e-money, close of the paynent
transaction

On rejection (online/del ayed):
generation of the reversal data
Recei pt of the refund
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However, sonme paynment schenes:

o limt thenselves to one-sided authentication

o performoff-line authorization without any referral to any
i ssuer/acquirer,

0 apply capture processing in batch node, or

o do not distinguish between authorization and capture,

o lack an inbound nmechani smfor reversals or inplenment a limted
vari ant.

This nodel applies not only to paynments at the typical points of
sal es but extends to refunds, deposits, withdrawals, electronic
cheques, direct debits, and noney transfers.

1.2. Assunptions

In outline, the | OTP Paynent Bridge processes sone input sequence of
payment protocol nessages being forwarded by the |1 OTP Application
Core. It (1) disassenbles the nessages, (2) maps themonto the
formats of the Existing Paynment Software, (3) assenbles its
responses, and (4) returns another sequence of paynent protocol
nmessages that is nmostly intended for transparent transm ssion by the
| OTP Application Core to sone |OTP aware renote party. Normally,
this process continues between the two parties until the Paynent
Handl er’ s Paynent APl signals the paynment ternination

Exceptional ly, each system conponent may signal failures.

The rel ationship between the aforementi oned conmponents is illustrated
inthe following figure. These conponents m ght be related to each
other in a flexible n-to-mmanner:

0 One IOTP Application Core may nanage multiple | OTP Paynment Bridges
and the latter mght be shared between nmultiple | OTP Application
Cor es.

o Each Paynent Bridge may nmanage multiple Existing Paynment Software
nodul es and the latter m ght be shared between nultiple Payment
Bri dges.

0 Each Existing Paynent Software rmay manage nmultiple paynment schenes
(e.g., SET) and the latter m ght be supported by nultiple Existing
Payment Software nodules. For nore information on SET see [ SET].

0 Each paynment schene may support nultiple paynment instrunents
(e.g., particular card) or nmethods (e.g., Visa via SET) and the
latter might be shared by multiple Existing Paynent Software
Conponent s.

Hans, et al. I nf or mat i onal [ Page 6]
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* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

| OTP client (consuner) <--------------- > | OTP server (merchant)
( cont ai ns | nt er net ( cont ai ns
| OTP Application Core) | OTP Application Core)
N N
| 1OTP Payment | 1OTP Payment
| AP | AP
v Vv
| OTP Payment Bridge | OTP Paynent Bridge
N N

| Existing Paynment APls, e.g., |

| SET, Mondex, etc. |

v v
Exi sti ng Paynment Software Exi sti ng Paynment Software
* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Figure 1: Relationship of the Conponents

The Paynent APl considers the follow ng transaction types of Baseline
| OTP:

Basel i ne Purchase,

Basel i ne Refund,

Basel i ne Val ue Exchange,
Basel i ne Wthdrawal, and
Basel i ne (Paynment) |nquiry.

O O0OO0OO0Oo

For nore informati on on Baseline |1 OTP, see [IOIP] and [I| OTPBOCX] .

First, the authors’ vision of the |IOTP aware application’s and its
mai n conponents’ capabilities are clarified: On the one hand, the
Payment APl should be quite powerful and flexible for sufficient
connection of the generic and specific conponents. On the other
hand, the Payment APl should not be overl oaded with nice-to-haves
bei ng unsupported by Existing Paynent Software.

Despite the strong simlarities on the processing of successful
paynments, failure resolution and inquiry capabilities differ
extrenely anmong different paynent schemes. These aspects may even
vary between different paynent instrunent using the sanme paynent
schenmes. Additionally, the specific requirenents of Consuners,
Merchants and Paynment Handl ers add variance and conpl exity.
Therefore, it is envisioned that the |1 OTP Application Core provides
only very basic inquiry mechani sms while conpl ex and paynent schene
specific inquiries, failure analysis, and failure resolution are
fully deferred to the actual Existing Paynent Software - including
the user interface.
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The | OTP Application Core processes paynents transparently, i.e., it
forwards the w apped paynent scheme specific nessages to the

associ ated | OTP Paynent Bridge/ Existing Paynent Software. The

Exi sti ng Payment Software mnight even use these nessages for inbound
failure resolution. It reports only the final paynent status to the
| OTP Application Core or sone internediate - mght be also final -
status on abnornal interruption.

The | OTP Application Core inplenments the generic and paynent schene
i ndependent part of the | OIP transaction processing and provides the
suitabl e user interface. Focusing on paynent related tasks, it

0 nanhages the registered | OTP Paynment Bridges and provi des a
mechanismfor their registration - the latter is omtted by this

docunent .

0 assunes that any | OTP Paynment Bridge is a passive conmponent, i.e.
it strictly awaits input data and generates one response to each
request,

0 supports the paynment negotiation (Consumer: selection of the
actual paynent instrunment or nethod; Merchant: selection of the
paynent nethods being offered to the Consuner) preceding the
payment request,

0 requests additional paynent specific support fromthe Existing
Paynment Software via the selected and registered the | OTP Paynent
Bri dge,

o initializes and term nates the Existing Paynent Software via the
| OTP Paynent Bri dge,

0 inquires authentication data (for subsequent request or response)
fromthe Existing Paynent Software, specific authentication
conmponent - omitted in this docunment - or Consuner (by a suitable
user interface),

0 supervises the online transaction process and traces its progress,

0 stores the transaction data bei ng exchanged over the IOTP wire -
paynment schene specific data is handl ed transparently,

0 relates each paynent transaction with nultiple paynent paranmeters
(1 OTP Transaction ldentifier, Trading Protocol Options, Paynent
I nstrunment/ Met hod, O fer Response, |OTP Paynent Bridge, and Wl l et
Identifier, associated renote Parties). The relation nmight be

Hans, et al. I nf or mat i onal [ Page 8]
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Hans,

lowered to the party’' s Paynent Identifier, |1OIP Paynent Bridge,
Wallet Identifier, and the renote parties when the actual paynent
transaction has been successfully started.

i mpl ements a paynent transaction progress indicator,
enabl es the inquiry of pending and conpl eted paynent transactions,

i mpl ements generic dialogs, e.g., brand sel ection, paynent
acknow edge, paynent suspension / cancell ation, receipt

vi sual i zation, basic transaction inquiry, balance inquiry, or
recei pt validation

def ers paynent specific processing, supervision, validation, and
error resolution to the Existing Paynment Software. It is
expected, that the Existing Paynent Software will try to resolve
many errors first by the extended exchange of Paynent Exchange
nessages. The nost significant and visible failures arise from
sudden unavail ability or |apses of the |ocal or opposing payment
conponent .

supports the invocation of any Existing Paynent Software in an
interactive node, which might be used (1) for the paynent schene
specific post-processing of a (set of) paynent transactions, (2)
for the analysis of a paynment instrument, (3) for the registration
of a new paynent instrunent/schenme, or (4) re-configuration of a
payrment instrunent/schene.

exports call back functions for use by the | OTP Paynent Bridge or
Exi sting Paynent Software for progress indication.

addi tion, the |1 OTP Application Core

manages the | OTP nessage conponents and | OTP nessage bl ocks
exchanged during the transacti on which may be referenced and
accessed during the processing of subsequent nessages, e.g., for
signature verification. |In particular, it stores naned Packaged
Content el ements exchanged during paynents.

manages several kinds of identifiers, i.e., transaction, nessage,
conmponent, and bl ock identifiers,

i mpl ements a nmessage cachi ng nechani sm
detects tinme-outs at the protocol and APl |evel reflecting the
conmmuni cation with both the | OTP aware renote party and the

Paynment APl aware | ocal periphery, e.g., chip card (reader) nmay
rai se tine-outs.

et al. I nf or mat i onal [ Page 9]
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However, the | OTP Paynent Bridge and Existing Paynent Software do not
have to rely on all of these I OIP Application Core’s capabilities.
E.g., sone Consumer’'s Existing Paynent Software may refuse the

di scl osure of specific paynent instrunents at brand selection tine
and may delay this selection to the "Check Paynent Possibility"

i nvocation using its own user interface.

The | OTP Paynment Bridge' s capabilities do not only deal w th actual
paynments between the Consuner and the Paynent Handl er but extend to
the foll ow ng:

o translation and (dis)assenbl age of nmessages between the formats of
the 1 OTP Paynent APl and those of the Existing Paynent Software.
Paynment APl requests and response are strictly 1-to-1 rel ated.

0 Consuner’s paynment instrument selection by the neans of an
unsecur ed/ public export of the relationship of paynment brands,
paynment protocols, and paynment instrunments (identifiers).
CGenerally, this includes not just the brand (Mndex, Gel dKarte,
etc.) but also which specific instance of the instrunent and
currency to use (e.g., which specific Mondex card and which
currency of all those avail able).

However, sonme Existing Paynent Software may defer the sel ection of
the paynent instrunent to the actual paynment carrying-out or it may
even | ack any nanagenent of paynent instruments. E. g., chip card
based paynment nethods may offer - Point of Sale like - inplicit
selection of the paynment instrunent by sinple insertion of the chip
card into the chip card reader or it interrogates the inserted card
and requests an acknow edge (or selection) of the detected paynent

i nstrunent(s).

0 paynent progress checks, e.g., is there enough funds available to
carry out the purchase, or enough funds left for the refund,

o | OTP Paynent Recei pt checks which m ght be perfornmed over its
Packaged Content or by other neans.

0 recoding of paynent scheme specific receipts into a format which
can be displayed to the user or printed,

0 cancellation of paynent, even though it is not conplete,

0 suspension and resunption of paynent transactions. Two kinds of
failures the Existing Paynment Software night deal with are (1) the
ti me-out of the network connection and (2) lack of funds. For
resolution, the | OTP Application Core may try the suspension with
a viewto |ater possible resunption

Hans, et al. | nf or mat i onal [ Page 10]
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o recording the paynent progress and status on a database. E.g.,
i nformati on about pendi ng paynents mght be used to assist their
conti nuation when the next paynment protocol nessage is received.

0 paynent transaction status inquiry, so that the inquirer - |QOIP
Application Core or User - can determ ne the appropriate next
st ep.

o balance inquiry or transaction history, e.g., consuners nay
interrogate their chip card based paynent instrument or renptely
adm ni ster sone account in advance of a paynent transaction
acknow edge,

o inquiry on abnormal interrupted payment transactions, which mnight
be used by the 1 OTP Application Core to resolve these pending
transactions at startup (after power failure).

0 paynent progress indication. This could be used to informthe end
user of details on what is happening with the paynent.

o paynent nethod specific authentication nethods.

Exi sti ng Payment Software may not provide full support of these
capabilities. E.g., some paynent schenmes nmay not support or nay even
prevent the explicit transaction cancellation at arbitrary phases of
t he paynent process. |In this case, the | OTP Paynent Bridge has to

i npl erent at | east skeletons that signal such | ack of support by the
use of specific error codes (see bel ow).

The Existing Paynment Software’s capabilities vary extrenely. It

0 supports paynent schene specific processing, supervision,
validation, and error resolution. It is expected, that many
errors are tried to be resolved first by the extended exchange of
Paynment Exchange nessages.

o0 provides hints for out-of-band failure resolution on failed
i nbound resolution - inbound resolution is invisible to the | OIP
Application Core.

o may inplenment arbitrary transaction data managenent and inquiry
mechani sns rangi ng fromno transaction recording, |last transaction
recording, chip card deferred transaction recording, sinple
transaction history to sophisticated persistent data nanagenent
with flexible user inquiry capabilities. The latter is required
by Paynent Handl ers for easy and cost effective failure
resol uti on.

Hans, et al. | nf or mat i onal [ Page 11]
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o inplenments the paynment schenme specific dial og boxes.

Even the generic dialog boxes of the | OTP Application Core m ght be
unsui tabl e: Particul ar (business or schene) rules may require some
dedi cat ed appearance / structure / content or the dial og boxes, my
prohi bit the unsecured export of paynent instrunments, or nay
prescribe the pass phrase input under its own control

2. Message Fl ow
The following lists all functions of the | OTP Paynent API:
o Brand Conpil ati on Rel ated APl Functi ons

"Find Accepted Paynent Brand" identifies the accepted paynent brands
for any indicated currency anount.

"Find Accepted Paynent Protocol" identifies the accepted paynent
protocols for any indicated currency anount (and brand) and returns
paynment schene specific packaged content for brand sel ection

pur poses.

This function mght be used in conjunction with the aforenmenti oned
function or called w thout any brand identifier.

"Cet Paynent Initialization Data" returns additional paynment schene
speci fi ¢ packaged content for paynent processing by the paynent
handl er.

"I nquire Authentication Challenge" returns the paynent schene
speci fic authentication chall enge val ue.

"Check Authentication Response" verifies the returned paynent schene
speci fic authentication response val ue.

"Change Process State" is used (here only) for abnornal termnination
(cf. Paynent Processing Related APl Functions).

o Brand Selection Related APl Functions
"Find Paynment Instrunent” identifies which instances of a paynent
i nstrunent of a particular paynment brand are available for use in a
paynment .

"Check Paynment Possibility" checks whether a specific paynent
instrunent is able to performa paynent.

Hans, et al. | nf or mat i onal [ Page 12]
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"Aut henti cate" forwards any paynent scheme specific authentication
data to the | OTP Paynment Bridge for processing.

"Change Process State" is used (here only) for abnornal termnination
(cf. Paynent Processing Related APl Functions).

o Paynent Processing Related APl Functions

"Start or Resune Paynent Consurer/Paynent Handler" initiate or resune
a paynent transaction. There exist specific APl functions for the
two trading rol es Consunmer and Paynment Handl er.

"Continue Process" forwards paynent schene specific data to the
Exi sting Paynment Software and returns nore paynent schene specific
data for transmission to the counter party.

"Change Process State" changes the current status of paynent
transactions. Typically, this call is used for termnation or
suspensi on wi t hout success.

0 General Inquiry APl Functions

"Renove Paynment Log" notifies the |IOIP Paynent Bridge that a
particular entry has been renoved fromthe Paynent Log of the | OIP
Application Core.

"Paynment Instrument Inquiry" retrieves the properties of Paynent
I nstrunents.

"I nqui re Pending Paynment" reports any abnormal interrupted paynment
transacti on known by the | OTP Paynent Bri dge.

Paynment Processing Related Inquiry APl Functions

"Check Paynment Receipt" checks the consistency and validity of |1OTP
Payment Receipts, received fromthe Paynment Handl er or returned by
"I nquire Process State" APl calls. Typically, this function is

call ed by the Consuner during the final processing of paynent
transactions. Nevertheless, this check m ght be advantageous both
for Consuners and Paynent Handl ers on failure resolution

"Expand Paynment Receipt" expands the Packaged Content of |OTP Paynent
Recei pts as well as paynent schene specific paynent receipts into a
form which can be used for display or printing purposes.

"Inquire Process State" responds with the paynent state and the | OTP

Paynment Recei pt Conponent. Normally, this function is called by the
Paynment Handl er for final processing of the paynent transacti on.
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"Start Paynent |nquiry" prepares the renote inquiry of the paynent
transaction status and responds with payment schene specific data
that night be needed by the Paynent Handl er for the Consumer
initiated inquiry processing.

"I'nquire Paynment Status" is called by the Paynent Handl er on Consuner
initiated inquiry requests. This function returns the paynment schemne
specific content of the Inquiry Response Bl ock.

"Continue Process" and "Change Process State" (cf. Paynent Processing
Rel ated APl Call s)

o Oher APl Functions
"Manage Paynment Software" enables the inmediate activation of the
Exi sting Payment Software. Further user input is under control of
the Existing Paynment Software.

"Call Back" provides a general interface for the visualization of
transaction progress by the | OTP Application Core.

The followi ng table shows which APl functions nmust (+), should (#),
or mght (?) be inplenmented by which Tradi ng Rol es.

APl function Consuner Payment Handl er Merchant

Fi nd Accepted Paynent Brand +
Fi nd Accepted Paynent Protocol #
Fi nd Paynment | nstrunent +

Get Paynent Initialization Data +
Check Paynment Possibility +

Start Paynent Consuner +

Start Paynment Paynment Handl er +

Resunme Paynent Consuner #

Resune Paynment Payment Handl er #

Conti nue Process + +

Inquire Process State + + ?
Change Process State + + ?
Check Paynment Recei pt + ?

Expand Paynment Recei pt # ?

Renove Paynent Log ? ? ?
| nqui re Aut henticati on Chal |l enge ?
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Aut henti cat e +
Check Aut hentication Response ?
Paynment Instrument |nquiry ?
| nqui re Pendi ng Payment # #
Start Payment Inquiry ?
| nqui re Paynent Status ?
Manage Paynment Sof tware # ? ?
Call Back #
Tabl e 1: Requirenents on APl Functions by the Tradi ng Rol es

The next sections sketch the relationships and the dependenci es

bet ween t he API

functions. They provide the informal description

the progress alternatives and depict the comruni cati on and
synchroni zati on between the general | OIP Application Core and the
paynment schene specific nodul es.

2. 1.

Aut henti cati on Docunent ati on Exchange

2004

of

Thi s section describes how the functions in this docunent are used
toget her to process authenticati on.

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Aut hent i cat or

Aut henti cat ee

Aut henti cat or

| nqui re Aut hentication Chal |l enge( Al gl1*) -> | PB
I ng. Auth. Chall enge Response(Al gl, Chl) <- |1 PB

| nqui re Aut henticati on Chal | enge( Al gn*) -> | PB
I ng. Auth. Chall enge Response(Al gn, Chn) <- |1 PB
Create and transmit Authentication Request Bl ock

Aut henti cate(Al g1, Chil) -> | PB
Aut henti cat eResponse(...) <- | PB
Aut henti cate(Al gm Chm -> | PB
Aut hent i cat eResponse( Res) <- | PB

Create and transmit Authentication Response Bl ock
Check Authentication Response(A gm Chm Res) ->I PB
Check Auth. Response() <-1PB
Create and transmit Authentication Status Bl ock

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Hans,

et al.

Figure 2. Authentication Message Fl ows
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(Aut henti cator Process) None, one or multiple | OTP Paynent Bridges
(1 PB) are requested for one or nultiple authentication challenge
val ues ("I nquire Authentication Challenge"). Each value is
encapsul ated in an | OTP Aut henticati on Request Conmponent. In
addition, the I OTP Application Core may add payment schene

i ndependent authentication nmethods. Al of themformthe fina

| OTP Aut hentication Request Bl ock, which describes the set of

aut henti cati on methods bei ng supported by the authenticator and
from which the Authenticatee has to choose one nethod.

Note that the interface of the APl function is linited to the
response of exactly one algorithmper call. |If the |OIP
Application Core provides a choice of algorithnms for input, this
choi ce shoul d be reduced successively by the returned al gorithm
({Alg(i+1)*} is subset of {Algi*}).

During the registration of new Paynment |Instruments, the | OTP
Paynment Bridge notifies the | OTP Application Core about the
supported authentication algorithns.

On the presence of an | OTP Aut hentication Block within the

recei ved | OTP nessage, the Authenticatee’s | OTP Application Core
checks whether the 1 OTP transaction type in the current phase
actual ly supports the authentication process.

For each provided Authentication Request Conponent, the |IOTP
Application Core anal yzes the algorithns’ nanes, the transaction
context, and optionally user preferences in order to determne the
system conponents which are capable to process the authentication
request items. Such system conponents might be the | OTP
Application Core itself or any of the registered | OTP Paynent

Bri dges.

Subsequently, the I OTP Application Core requests the responses to
the supplied challenges fromthe determ ned system conponents in
any order. The authentication trials stop with the first
successful response, which is included in the | OTP Aut hentication
Response Bl ock

Alternatively, the I1OTP Application m ght ask for a user
selection. This mght be appropriate, if two or nore
authentication algorithnms are received that require explicit user
interaction, like PIN or chip card insertion

The Aut henticatee’ s organi zational data is requested by an | OTP
Aut henti cati on Request Bl ock without any content elenment. On
failure, the authentication (sequence) night be retried, or the
whol e transaction nmight be suspended or cancell ed.

et al. | nf or mat i onal [ Page 16]
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3.

2. 2.

(Aut henti cator Process) The |1 OTP Application Core checks the
presence of the | OTP Authenticati on Response Component in the
Aut henti cati on Response Bl ock and forwards its content to the
generator of the associated authentication challenge for
verification ("Check Authentication Response").

On sol e organi zati onal data request, its presence is checked.

Any verification nust succeed in order to proceed with the
transacti on.

Brand Conpil ation

The foll owi ng shows how the API functions are used together so that
the Merchant can (1) conpile the Brand List Conponent, (2) generate
t he Paynent Conponent, and (3) adjust the Order Conponent with
paynment schene specific packaged content.

Hans,
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* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Mer chant For each registered | OTP Paynent Bridge
| Find Accepted Paynent Brand() -> | PB
Fi nd Accepted Paynent Brand Response (B*) <- |PB
Fi nd Accepted Paynent Protocol (Bl) -> | PB

Fi nd Accepted Paynent Protocol Res.(Pl*) <- IPB

Fi nd Accepted Paynent Protocol (Bn) -> | PB

Fi nd Accepted Paynment Protocol Res.(Pn*) <- IPB

Create one Brand List Conponent, ideally sharing
conmon Brand, Protocol Amount, Currency Anount,
and Pay Protocol Elenents

Create Tradi ng Protocol Options Bl ock

On brand i ndependent transactions

Create Brand Sel ection Conponent, inmplicitly

Get Paynment Initialization Data(Bl, P1) -> | PB
Get Paynment Initialization Data Res. () <- | PB
| Inquire Process State() -> | PB

| Inquire Process State Response(State) <- |PB
Create Ofer Response Bl ock
Transnit newly created Bl ock(s)
Consuner Consuner selects Brand (Bi)/Currency/ Protocol (Pj)
fromthose that will work and generates Brand
Sel ection Conponent - at |east logically
On brand dependent transaction
| Transmit Brand Sel ecti on Conponent

I
I
| Optionally
I
I
I

Mer chant On brand dependent transaction
Get Paynment Initialization Data(Bi, Pj) -> | PB
Get Paynment Initialization Data Res. () <- | PB
Optionally

| Inquire Process State Response(State) <- |IPB
Create Ofer Response Bl ock

Transnit newly created Bl ock
*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*

I
I
| | I nquire Process State() -> | PB
I
I
I

Figure 3. Brand Conpil ati on Message Fl ows

1. The Merchant’s commerce server controls the shopping dialog with
its own nechanisnms until the Consuner checks out the shopping
cart and indicates the paynment intention. The notion shopping
subsunes any non-1OTP based visit of the Merchant Trading Role’s
(whi ch subsumes Financial Institutes) web site in order to
negoti ate the content of the I OTP Order Conponent. The
subsequent processing switches to the | OTP based form by the
activation of the Merchant’s | OTP aware application.
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2. The 1 OTP Application Core inquires for the 10TP | evel trading
paraneters (Consuner’s shopping identifier, paynment direction
initial currency amounts, discount rates, Merchant’s and Delivery
Handl er’ s Net Locations, Non-Paynent Handler’s Organizational
Data, initial order information, ....).

3. The registered | OTP Paynent Bridges are inquired by the | OIP
Application Core about the accepted paynent brands ("Find
Accepted Paynment Brand"). Their responses provide nost of the
attribute values for the conpilation of the Brand Li st
Conponent’s Brand El ements. The | OTP Application Core m ght
optionally match the returned paynent brands with Merchant’s
general preferences.

The | OTP Application Core nust provide any wallet identifiers, if
they are required by the |1 OTP Paynent Bridges which signal their
need by specific error codes (see below). Any signaled error
that could not be inmediately solved by the | OTP Application Core
shoul d be I ogged - this applies also to the subsequent APl calls
of this section. 1In this case, the |OTP Application Core creates
an | OTP Error Block (hard error), transmts it to the Consuner
and term nates the current transaction.

4. The |1 OTP Application Core interrogates the | OTP Paynment Bridges
for each accepted paynent brand about the supported paynent
protocols ("Find Accepted Paynent Protocol"). These responses
provide the remaining attribute values of the Brand El enents as
well as all attribute values for the conpilation of the Brand
Li st Component’s Protocol Ampbunt and Pay Protocol Elenents.

Furthernore, the organi sational data about the Payment Handler is
returned. The 1 OTP Application Core mght optionally match the
returned paynment brands with Merchant’'s general preferences.

Alternatively, the 1OTP Application Core mght skip the calls of
"Fi nd Accepted Paynent Brands" (cf. Step 3) and issue the "Find
Accepted Paynment Protocol™ call w thout any Brand given on the

i nput paraneter list. In this case, the | OTP Paynent Bridge
responds to the latter call with the whole set of paynent schenes
supported w.r.t. the other input parameters.

5. The steps 3 and 4 are repeated during | OTP Val ue Exchange
transactions - these steps are omitted in the previous figure.

6. The I OTP Application Core conpiles the Brand List Component(s)
and the |1 OTP Tradi ng Protocol Options Block. It is recomended
that the "equal" itens returned by | OTP Paynent Bridge function
calls are shared due to the extensive linking capabilities within
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the Brand List Conponent. However, the conpilation nust consider
several aspects in order to prevent conflicts - sharing detection
m ght be textual matching (after normalization):

o Packaged Content Elenments contained in the Brand List Conponent
(and subsequently generated Paynent and Order Conponents) might
be paynent scheme specific and m ght depend on each other.

o Currently, I10TP | acks precise rules for the content of the
Packaged Content Element. Therefore, transaction / brand /
protocol / currency anount (in)dependent data m ght share the
same Packaged Content Element or night spread across multiple
Packaged Content El enents.

o0 The Consuner’s | OTP Application Core transparently passes the
Packaged Content Elenents to the | OITP Paynent Bridges which
m ght not be able to handl e paynent schene data of other
paynment schenes, accurately.

The rul es and nmechani sns of how this could be acconplished are
out of the scope of this docunent. Furthernore, this docunent
does not define any further restriction to the | OIP

speci ficati on.

7. The | OTP Application Core determ nes whether the | OTP nessage can
be enriched with an O fer Response Block. This is valid under
the followi ng conditions:

o Al paynent alternatives share the attribute val ues and
Packaged Content Elenents of the subsequently generated | OTP
Paynment and Order Conponents.

o The subsequently generated data does not depend on any | OIP
BrandSel Info El ements that mi ght be reported by the consuner
within the TPO Sel ection Block in the brand dependent vari ant.

If both conditions are fulfilled, the | OTP Application Core night
request the remaini ng paynent schene specific paynent
initialization data fromthe | OTP Paynent Bridge ("Get Paynent
Initialization Data") and conpile the I OTP Ofer Response Bl ock

Optionally, the 1 OTP Application Core might request the current
process state fromthe | OTP Paynent Bridge and add the inferred
order status to the 10TP Ofer Response Block. Alternatively,
| OTP Application mght deternine the order status on its own.

As in step 6, the rules and nechani sms of how this could be
acconpl i shed are out of the scope of this docunent.
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10.

The |1 OTP Application Core conpiles the I OTP TPO Message i ncl udi ng
all conpiled | OTP Bl ocks and transmits the message to the
Consurner. The 1 OTP Application Core terninates if an |OTP O fer
Response Bl ock has been creat ed.

The Consuner perfornms the Brand Sel ection Steps (cf. Section 2.3)
and responds with a TPO Sel ection Block if no | OTP O fer Response
Bl ock has been received. Oherwise, the following step is

ski pped.

On brand dependent transactions, the | OTP Application Core
requests the remmi ni ng paynment schenme specific paynent
initialization data fromthe | OTP Paynent Bridge ("Get Paynent
Initialization Data"), compiles the 10TP Ofer Response Bl ock
transnits it to the Consuner, and terninates. Like Step 7, the
| OTP Application Core mght access the current process state of
the | OTP Paynent Bridge for the conpilation of the order status.

Any error during this process raises an | OTP Error Bl ock

2. 3.

Brand Sel ecti on

This section describes the steps that happen nainly after the
Merchant’s Brand Conpilation (in a brand independent transaction).
However, these steps might partially interlace the previous process
(in a brand dependent transaction).

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
Mer chant Mer chant generates Brand List(s) containing

Brands, Paynment Protocols and Currency Amounts
On brand i ndependent transactions
| Merchant generates O fer Response Bl ock

Consuner Conpi l e set(s) of Brands B/ Protocols P
for each set
| Find Paynment Instrument(B, P, O -> | PB
| Find Paynent I|nstrunment Response (PlI*) <- |PB

Mer chant

Consuner sel ects Brand/ Currency/ Payment | nstrunent
fromthose that will work and generates Brand
Sel ecti on Conponent
For the Sel ection
Get Paynent Initialization Data(B,C, PI,P) -> IPB
Get Paynment Initialization Data Response()<- |IPB
brand dependent transaction
Generate and transmt TPO Sel ecti on Bl ock
brand dependent transaction
Mer chant checks Brand Sel ection and generates
and transmts O fer Response Bl ock

——g—o——

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
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Figure 4. Brand Sel ecti on Message Fl ows

The Merchant’s commerce server controls the shopping dialog with
its own nechanisnms until the Consuner checks out the shopping cart
and indicates his paynent intention. The subsequent processing
switches to the |1 OTP based form by the activation of the
Merchant’s |1 OTP aware application

The | OTP Application Core conpiles the I OTP Tradi ng Protocol
Options Bl ock which contains the | OTP Brand Li st Conponent (s)
enunerating Merchant’s accepted paynent brands and paynent
protocols and initiates the Brand Sel ecti on process.

This first | OTP nessage activates the Consuner’s | OTP aware
application, e.g., the Wb browser invokes a hel per application
(e.g., Java applet or external application). |Its |IOIP Application
Core

o infers the accepted paynent brands, paynent protocols, paynent
direction, currencies, paynment anmounts, any descriptions etc.,
and their relationships fromthe | OTP nessage,

0 deternines the registered | OTP Paynent Bri dges,

o conpiles one or multiple sets of brand and protocol such that
the join of all sets describes exactly the paynent alternatives
bei ng offered by the Merchant.

o0 inquires paynment (protocol) support and the known paymnent
instruments from each registered | OTP Paynent Bridge for each
conpi l ed set ("Find Paynment Instrument"). However, sone |OIP
Paynment Bridges may refuse paynent instrument distinction

The paynent protocol support may di ffer between paynent
instrunents if the | OTP Paynent Bridge supports paynent instrunent
di stincti on.

These APl calls are used to infer the paynent alternatives at the
startup of any paynent transaction (w thout user unfriendly
explicit user interaction).

The |1 OTP Application Core nust provide wallet identifiers, if they
are requested by the | OTP Paynent Bridges which signal their need
by specific error codes (see bel ow).

It is recomended that the | OTP Application Core nanages wall et

identifiers. But for security reasons, it should store pass
phrases in plain text only in runtine nenory. Devel opers of |OIP
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Paynment Bridges and paynment software nodul es should provide a thin
and fast inplenentation - without lengthy initialization processes
- for this initial inquiry step

The | OTP Application Core verifies the Consunmer’s paynent
capabilities with the Merchant’'s accepted paynment brands and
currenci es,

o displays the valid paynent instruments and paynment instrunent
i ndependent paynent brands (brand and protocol) together with
their purchase paraneters (paynent direction, currency,
anount), and

0 requests the Consumer’s choice or derives it automatically from
any configured preferences. Any selection ties one | OTP
Paynment Bridge with the followi ng paynment transaction

The handling and resol ution of unavail abl e | OTP Paynent Bri dges
during the inquiry in Step 3 is up to the |1 OTP Application Core.

It may skip these | OTP Paynent Bridges or may all ow user supported
resol ution.

Furthernore, it may offer the registration of new paynent
i nstrunents when the Consuner is asked for paynent instrunent
sel ection.

The | OTP Application Core interrogates the fixed | OTP Paynent

Bri dge whether the paynment mght conplete with success ("Check
Payment Possibility"). At this step, the | OIP Paynent Bridge may
i ssue several signals, e.g.

0 paynent can proceed i medi ately,

o required peripheral inclusive of some required physical paynment
i nstrunent (chip card) is unavail abl e,

o (non-10TP) renote party (e.g., issuer, server wallet) is not
avai |l abl e,

o wallet identifier or pass phrase is required,

0 expired paynent instrunent (or certificate), insufficient
funds, or

o physical paynment instrunment unreadabl e.

In any erroneous case, the user should be notified and offered
accurate alternatives. Mst probably, the user mght be offered

0o to resolve the problem e.g., to insert another paynent
instrument or to verify the periphery,

0 to proceed (assuming its success),

o to cancel the whole transaction, or
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2. 4.

Han

0 to suspend the transaction, e.g., initiating a nested
transaction for uploading an el ectronic purse.

If the paynent software inplenents paynment instrunent selection on
its own, it may request the Consuner’s choice at this step

If the check succeeds, it returns several | OIP Brand Sel ection
Info El enents.

6. The Steps 2 to 5 are repeated and possibly interlaced for the
sel ection of the second paynent instrunment during | OTP Val ue
Exchange transactions - this is omtted in the figure above.

7. The |1 OTP Brand Sel ection Conponent is generated and enriched with
the Brand Selection Info elenents. This conponent is transmtted
to the Merchant inside a TPO Selection Block if the received | OTP
nessage | acks the 1 OTP Ofer Response Bl ock. The Merchant will
then respond with an I OTP O fer Response Block (follow ng the
af orenenti oned conpil ation rules).

Successful Paynent

An exanpl e of how the functions in this docunent are used together to
ef fect a successful paynment is illustrated in the Figure 5. 1In the
figure 5, PSO, PS1, ..., and PSn indicate the nth PaySchenme Packaged
Content data, and [ ] indicates optional

(Technically, two paynents happen during | OTP Val ue Exchange
transactions.)

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Consuner Start Payment Consumner (Amount, [PS0O]...) -> | PB
Start Paynment Cons. Res.([PS1], CS=Cont.) <- IPB
Create and transmt Paynent Request Bl ock

Paynment Handl er Start Paynent Pay. Handl er (Anount, [PS1]) -> IPB
Start Paynment PH Response(PS2, CS=Cont.) <- |IPB
Create and transmt Paynent Exchange Bl ock

Consuner Cont i nue Process(PS2) -> | PB
Conti nue Process Response(PS3, CS=Cont.) <- | PB

CONTI NUE SWAPPI NG PAYMENT EXCHANGES UNTIL ...

Paynment Handl er Conti nue Process Response([PSn], CS=End) <- | PB
Request any | ocal paynent receipt
| Inquire Process State() -> | PB
| Inquire Proc. State Resp.(State, [Rcp.])<- IPB
Create and transmt Paynent Response Bl ock
Termi nate transaction, actively
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| Change Process State(State) -> | PB
| Change PS Response( St at e=Conpl et edCK) <- |PB
Consuner On receipt of final paynment schene data

| Continue Process(PSn) -> | PB
| Continue Process Response(CS=End) <- |PB
Check Payment Recei pt (Recei pt) -> | PB
Check Paynent Recei pt Response() <- |PB
Request any | ocal paynent receipt

| Inquire Process State() -> | PB

| Inquire Proc. State Resp.(State, [Rcp.])<- IPB

Terminate transaction, actively

| Change Process State(State) -> | PB

| Change PS Response( St at e=Conpl et edCk) <- | PB
* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Figure 5. Exanpl e Paynent Message Fl ows

1. After Brand Sel ection and receipt of the |OTP Ofer Response
Bl ock, the Consumer swi tches from conmunicating with the Merchant
to comunicating with the Paynent Handl er.

This nmight be a nilestone requiring the renewed Consuner’s
agreenent about the paynent transaction’ s continuation.
Particularly, this is a good nonment for paynent suspension (and
even cancel | ation), which will be nost probably supported by al
paynment schenes. Sinply, because the actual paynent |egacy
systens have not yet been involved in the current transaction.

Such an agreement m ght be explicit per transaction or autonatic
based on configured preferences, e.g., early acknow edgnents for
specific paynent limts.

It is assunmed, that the transaction proceeds with minimal user
(Consuner and Paynent Handler) interaction and that its progress
is controlled by the I OTP Application Core and | OTP Paynent

Bri dge.

2. In order to open the actual paynent transaction, the | OIP
Application Core issues the "Start Paynent Consunmer" request
towards the | OTP Paynent Bridge. This request carries the whole
initialization data of the paynment transaction being referred to
by the | OTP Paynent Bridge for subsequent consistency checks:

o paynent brand and its description fromthe sel ected Brand
El ement of the | OTP Brand List Conponent,
o paynent instrument from preceding inquiry step
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o further paynent paranmeters (currency, anount, direction,
expiration) fromthe selected Currency Amount el ement, Brand
Li st Component, and Paynent Conponent of the 10OTP O fer
Response Bl ock,

o paynent protocol fromthe selected | OTP Pay Protocol Elenent,

o order details contained in the | OTP Order Component which m ght
be paynent schene specific,

o paynment schenme specific data inclusive of the payment protoco
descriptions fromthe | OTP Protocol Anpunt El enment, and | OTP
Pay Protocol Elenent, and

o paynment scheme specific data inclusive of the payment protoco
descriptions, in which the nanme attribute includes the prefix
as "Paynent:" fromthe Tradi ng Rol e Data Conponent.

Generally, the called APl function re-does nost checks of the
"Check Paynent Possibility" call due to I ack of strong
dependenci es between both requests: There m ght be a significant
del ay between both APl requests.

The called APl function may return further paynment scheme specific
data bei ng consi dered as paynent specific initialization data for
the Paynent Handler’s | OTP Paynent Bri dge.

If the fixed Existing Paynment Software inplenments paynent
i nstrunent selection on its own, it nmay request the Consuner’s
choice at this step

The | OTP Paynment Bridge reports |lack of capability quite simlarly
to the "Check Paynent Possibility" request to the |1 OTP Application
Core. The Consuner may decide to resolve the problem to suspend,
or to cancel the transaction, but this function call nust succeed

in order to proceed with the transaction

Devel opers of paynent nodul es nay decide to onit paynent

i nstrunent related checks |ike expiration date or refunds
sufficiency, if such checks are part of the specific paynent
pr ot ocol

If the 1OTP Paynent Bridge requests wallet identifiers or pass
phrases anywhere during the paynent process, they should be
requested by this APl function, too. It is recomended that the
| OTP Application Core stores plain text pass phrases only in
runti me nenory.

Finally, the 1 OTP Application Core generates the | OTP Paynent

Request Bl ock, inserts any returned paynent schenme data, and
subnmits it to the Paynment Handl er’s system
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The Paynent Handler’s | OTP Application Core opens the paynent
transaction calling the "Start Paynment Paynment Handl er" API
function. The paynment brand, its description, paynment protocol,
paynment specific data, payment direction, currency and paynent
anount are determined quite simlar to the Consuner’s | OTP
Application Core. Furthernore, the content of the | OTP Paynent
Schenme Conponent and the |1 OTP Brand Sel ection Info Elenents are
passed to this function

On success, the Paynent Handl er’s | OTP Paynment Bridge responds

wi th paynment schene specific data. On failures, this non-
interactive server application has to resolve any problems on its
own or to give up aborting the paynment transaction. However, the
Consuner may restart the whole paynent transaction. Anyway, the
paynent log file should reflect any trials of paynents.

Eventual |y, the Paynment Handler infornms the Consumer about the
current |1 OTP Process State using the | OTP Paynent Response or | OTP
Error Bl ock.

Note that the "Start Paynent Paynent Handler" call night return
the Continuation Status "End" such that paynment processing
proceeds with Step 7.

The | OTP Application Core verifies the presence of the Paynent
Exchange Bl ock in the | OTP nessage and passes the contai ned
paynment schene specific data to the fixed | OTP Paynent Bridge
("Continue Process") which returns the next | OIP Paynent Schene
Conponent .

Thi s Paynment Scheme Conponent is encapsulated in an | OTP Paynent
Exchange Bl ock and transmitted to the Paynent Handl er.

The Paynent Handler’s | OTP Application Core verifies the presence
of the Paynent Exchange Bl ock and passes the contai ned paynent
schene specific data to the fixed | OTP Paynent Bridge ("Continue
Process") which returns the next | OIP Paynent Schenme Conponent for
encapsul ati on and transmni ssion to the Consuner.

The paynent process continues with | OTP Paynent Exchange Bl ock
exchanges, carrying the paynent scheme specific data. Each party
(1) submits the enbedded paynment schenme specific data
transparently to the appropriate | OTP Paynent Bridge calling the
"Continue Process" APl function, (2) waps the returned paynent
scheme specific data into an | OTP Paynent Exchange Bl ock, and (3)
transmts this block to the counter party.
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However, the processing of the paynent schene specific data nmay
fail for several reasons. These are signaled by specific error
codes which are transfornmed to | OTP Paynent Response Bl ocks
(generated by Paynent Handler) or 1OTP Error Blocks (both parties
may generate them and transnmitted to the counter party.

Eventual ly, the Paynent Handler’s | OTP Paynment Bridge recognizes
the term nation of the paynment transaction and reports this by the
continuation status "End" on the output paraneter of "Continue
Process" (or "Start Paynment Paynment Handler"). Then, the |IOIP
Application Core issues the "Inquire Process State" APl call and
verifies whether an | OTP Paynent Recei pt Conponent has been
returned. The I OTP Application Core waps the paynent receipt,
the status response, and the optional paynent schene specific data
in an | OTP Paynent Response Block and transmits this block to the
Consuner .

However, any of these APl calls may fail or any response m ght be
i nconplete (e.g., lack of paynent receipt). Then, the Consumner
has to be notified about the failed processing by an | OTP Error

Bl ock.

Finally, the Payment Handl er term nates the paynent transaction
with the "Change Process State" API call without awaiting any
further response fromthe Consumer. Further failures are not
reported to the Consuner.

Note that it nmight be possible that the Consuner’s | OTP Paynent

Bri dge has returned the previous paynent schene specific data with
the continuation status "End". Even in the absence of this

know edge - this status is not exchanged between the Consuner and
t he Paynment Handl er - the Paynent Handl er must not supply any
further paynment schene specific data. Such data will be rejected
by the Consuner’s | OTP Paynent Bri dge.

The Consuner passes the optional paynent schene specific data and
the paynent receipt to the fixed |IOTP Paynent Bridge by "Continue
Process" and "Check Paynment Receipt" APl calls.

Afterwards, the |1 OTP Application Core issues the "Inquire Process
State" APl call and verifies whether extensions to the payment
recei pt have been returned.

Finally, the transaction is terminated by calling the "Change
Process State" APl function which verifies and synchroni zes the
reported paynent status with the |l ocal one and signals any

i nconsi stencies. Any Inconsistency and returned status text
shoul d be di splayed to the Consuner
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2. 5.

At this point, the paynent transaction has already been cl osed by
the Paynent Handler. Therefore, any failure has to be resol ved
| ocal Iy or out-of-band.

Payment | nquiry

In Baseline | OTP, Paynment inquiries are initiated by the Consuner in
order to verify the current paynent progress and process state at the

renote Paynent Handler. |In the figure 6, PS1 and PS2 indicate the
first and second PaySchene Packaged Content data, and [ ] indicates
opti onal

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
Consuner Start Paynment |nquiry() -> | PB

Start Payment |Inquiry Response([PSl1]) <- | PB
Create and transmit Inquiry Request Trading Bl ock

Paynment Handl er 1 nquire Paynment Status([PS1]) -> | PB

| nqui re Paynent Status Res.(State, [PS2]) -> IPB
Create and transmit Inquiry Response Trading

Bl ock
Consuner | f Payment Schene Data present
| Continue Process(PS2) -> | PB
| Continue Process Response(CS=End) <- | PB
Change Process State(State) -> | PB
Change Process State Response(State) <- | PB

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

1

Hans,

Figure 6. Renpte Process State Inquiry

The Consuner might initiate a paynent inquiry once the paynent
transacti on has been opened by the 1 OTP Application Core, i.e., at
any tinme after the initial submission of the | OTP Paynent Request
Bl ock. The |1 OTP Application Core requests any additional specific
payrment schene data fromthe | OTP Paynment Bridge whi ch has been
fixed during brand selection (cf. Section 2.3) using the "Start
Payment | nquiry" APl request.

Erroneous APl responses should be reported to the Consuner and
valid alternatives (typically retry and cancellation) should be
presented by the |1 OTP Application Core.

This request mght performthe conplete initialization, e.g.,

avail ability check of periphery or pass phrase supplenment, and the
| OTP Paynment Bridge reports lack of capability quite simlarly to
the "Check Paynment Possibility" request to the | OTP Application
Cor e.
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2.

2.

6.

6.

If the 1OTP Paynent Bridge requests wallet identifiers or pass
phrases anywhere during the paynent process, they should be
requested by this APl function, too. It is recomended that the
| OTP Application Core store plain text pass phrases only in
runti me nenory.

The |1 OTP Application Core encapsul ates any Paynent Schene
Component in an I OTP I nquiry Request Bl ock and submts the bl ock
to the Paynment Handl er.

2. The Paynent Handl er anal yses the |1 OTP | nquire Request Bl ock, maps
the Transaction ldentifier to paynment related attributes (brand,
consuner and paynent identifiers), determ nes the appropriate |OTP
Paynment Bridge, and forwards the request to the this | OTP Paynent
Bridge ("lInquire Paynment Status"). The | OIP Application Core
transforms the response to an | OTP I nquiry Response Bl ock and
transmts it to the Consuner.

3. On receipt of the respective |OIP Inquiry Response Bl ock the
Consuner’s | OTP Application Core subnmits any encapsul ated paynent
scheme specific data to the | OTP Paynent Bridge for verification
(" Continue Process").

4. The | OTP Application Core passes the reported paynent status
(except textual descriptions) to the | OIP Paynent Bridge ("Change
Process State") for verification purposes and paynent status
change. The | OTP Paynent Bridge reports any inconsistencies as
well as the final paynent status to the | OTP Application Core

Any additional information that m ght be of interest to the
Consuner has to be displayed by the | OTP Paynent Bridge or
Exi sting Paynment Software on their own.

Abnormal Transaction Processing
1. Failures and Cancell ations

The | OTP specification distinguishes between several classes of
failures:

0 Business and technical errors
o Error depths of transport, message and bl ock | eve
o Transient errors, warnings, and hard errors.

Any | OTP Paynment APl has to deal with the receipt of failure
notifications by and failure responses. This proposal has borrowed

t he basic nechanisns for error reporting between the | OTP Application
Core and the |1 OTP Paynent Bridge fromthe actual protocol: Business
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errors are reported by Status Conponents within | OTP Response Bl ocks
whil e technical errors are signaled by Error Conponents within | OTP
Error Bl ocks.

Cancel l ations are mm cked as specific business errors which m ght be
initiated by each trading party.

Preferring sliminterfaces, this |IOIP Paynent APl introduces one
addi tional Error Code value for business error indication - errors

can be raised on every APl call. On receipt of this value, the | OTP
Application Core has to infer further details by the issuance of the
APl function call "lInquire Process State".

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Any Party | ssue sone APl request -> | PB
Error Response(Error Code) <- | PB
On "Business Error" response
| Inquire Process State() -> | PB
| Inquire P.S. Resp.(State, Receipt) <- | PB

Anal yze | ocal process state and try to resol ve

wi th optional user interaction
If Process State Change needed
| Change Process State (State) -> | PB
| Change Process State Response(State) <- | PB
I f counter party’s notification required
| Create Error or Cancel Block (, add to next

| rmessage, ) and transmit it to counter party
*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*+*

Figure 7. FError Response from|PB

The specific Conpletion Codes "ConsCancel |l ed", "MerchCancel | ed", and
"PaymCancel | ed" - returned by "lInquire Process State" - deternine
that the I OTP Cancel Block has to be created instead of an | OTP Error
Bl ock.

The rules for determ ning the required behavior of the | OTP
Application Core are given in the | OIP specification.

Not e that any paynent (internmediate) ternmination, i.e., failures,
cancel | ati ons, and even successes are always reported to the | OTP
Paynment Bridge by the APl function "Change Process State". This API
functi on does both status changes and consi stency checking /
synchroni zation. Any suspicion of inconsistency should be reported
by the | OTP Paynment Bridge for display by the | OTP Application Core.
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* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Any Party Error Bl ock or Cancel Bl ock Received
| f Change Process State required
| Change Process State (State) -> | PB
| Change Process State Response(State) <- | PB

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
Figure 8. FError Notification fromcounter party

Not every failure mght be visible at the IOTP | ayer, e.g., the
processi ng of paynment transactions mght tenporarily be hanpered by
internmediate failures at the paynent scheme or protocol transport

| ayer which mght be resolved by the actual conponents.

However, final failures or cancellations have to be reported at the
| OTP | ayer. E.g., conmunication time-outs and heavily faulty
comuni cati on channel s may di sabl e the transaction.

Any system conponent may inplenent time-out recognition and use the
af orenenti oned APl mechani sns for the notification of process state
changes. But, time-outs may happens while communicating with both
the counter party and | ocal system conponents, |ike chip card readers
or | OTP Paynment Bridges. Anyway, the Consuner’s | OIP Application
Core should notify the Consuner about the resolution alternatives,
i.e., retry, suspension, and cancellation

2.6.2. Resunption

Payment transaction resunption may apply at different steps of a
paynment transaction:

o The Consuner’s and Paynent Handler’s view of the transaction m ght
not be synchroni zed: Due to different tine-out val ues the paynent
transaction may not have been suspended by the counter party.

Any "Resune Paynent ..." APl function responds with an Error Code
on non-suspended paynent transaction that signals a business
error. Afterwards the I OTP Application Core has to issue the

"I nquire Process State" APl call for further analysis of the
process state.

0 One | OTP nessage sent by one party night not be processed
successfully or even received by the counter party. This needs to
be handl ed by the actual paynment schene. It is expected that the
| OTP Application Core will not recogni ze anyt hing.
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o | OTP does not provide any specific signal for paynent resunption.
On receipt of every | OTP Paynent Exchange Bl ock, the | OTP
Application Core has to decide whether this Block belongs to a
pendi ng transaction or to a suspended transaction that should be
resumed. The | OTP Application Core might call the "Inquire
Process State" APl function to update any |ack of know edge.

Any "Resune Paynent" APl function responds with an Error Code on
non- suspended paynent transaction that signals a business 